Docrobot

NMoantunka besonacHoctn ana O6aauHoro MporpammHoro
O6ecneuenns «Mnarpopma Docrobot»

1. BBegeHune

Lienbto saHHOM NoAnTUKM siBasieTcs obecneveHne 6e30nacHOCTN AaHHbIX U
MHPOpMaL MM Nosb3oBaTener 061a4yHOro NporpaMMHOro obecneyeHums,
NpesOCTaBASEMOro Ha TeppuTopun Pecnybamkmn KasaxcraH.

2. NMpnMmeHnmocTb

[laHHas NoanTNKa PacnpoCTpaHAETCA Ha BCeX COTPYAHMKOB, NMOAPAAUNKOB,
MOCTaBLLMKOB U APYrMX CTOPOH, UMEIOLLUX JOCTYN K 061auHbIM CepBMcaM KOMMaHUW.

3. O6wme MpuHumnbl bezonacHocTn
3.1 KoHdpunaeHumanbHOCTb

e [apaHTuSA, UYTO AaHHble NOb30BaTeNEN 3aLLULLEHBI OT
HeCaHKLMOHMPOBAHHOIO AOCTyNa U PackpbITUSA.

e LndpoBaHne saHHbIX Npu Nepeaave ¢ ncnonb3oBaHmem SSL (Secure Sockets
Layer).

3.2 LlenocTtHOCTb

e ObecneyeHne, UTo faHHbIe OCTAtOTCA HEM3MEHHBIMU Y TOYHbIMM, ECIN 3TO He
pa3peLleHo U He CaHKLMOHUPOBAHO.

e BHeapeHne MexaHVW3MOB KOHTPOJISA LIeNOCTHOCTM AaHHBbIX, TaKUX Kak
XeLUMpPOBaHME N KOHTPOJIbHbIE CYMMBI.

3.3 [locTynHoCTb

e [apaHTMsA AOCTYNHOCTN CEPBUCOB AN aBTOPM30BAHHbIX MOb30BaTeNEN B
COOTBETCTBUM C YCTAHOBJ/IEHHbIMY MapamMeTpamMu Kayectsa yCayr.

e llIcnosb3oBaHWe pe3epBHOro KOMMPOBAHMWSA M MJaHOB BOCCTAaHOBAEHWS Noc/ie
cboes.

4. CootBeTcTBME 3akoHOoAaTenbCTBY Pecnybavkn KasaxcraH
4.1 3akoH «O NepcoHanbHbIX AAaHHbIX U UX 3aLLUnTe»

e CobntogeHne TpeboBaHmin kK cbopy, 06paboTke, XPaHEHWUIO U 3aLuuTe
NepCOHabHbIX AaHHbIX, yKa3aHHbIX B 3akoHe Pecnybaunkm KasaxcrtaH N2 94-V
«O nepcoHanbHbIX JaHHbIX W UX 3aLLmTe».

e [lonyuyeHne ABHOro cornacua nosib3oBatenen Ha cbop n o6paboTky mx
MepCOHaNbHbIX AaHHbIX.

4.2 3akoH «O6 nHdopmaTmaumm»

o CobntogeHne Hopm 1 TpeboBaHMI, yCTaHOBAEHHbIX 3aKOHOM Pecny6amnkn
KasaxctaH N2 418-V «O6 nHdopmatunsaymm», Bkatouas TpeboBaHmsa No 3awmrte
KPUTUYECKN BaXKHON MHGOPMaLNOHHOW MHPPACTPYKTYpPbI.
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4.3 Jlokann3zaumna AaHHbIX

e ObecneyeHne xpaHeHNa n 06paboTkM NepPCOHaNbHBIX AaHHbIX FPaXAaaH
Pecnybankun KaszaxctaH Ha TeppuTOpUM CTPaHBbl, Kak 3To TpebyeTcs
3aKOHOAATEeNbCTBOM.

5. TexHnueckne Mepsbl besonacHocTn
5.1 AyteHTndukauma n AstTopusaumsa

e lVicnonb3oBaHne MHOropaktopHou ayteHTUduKaumm (MFA) s goctyna K
KPUTUYECKUM CUCTEMAM.

e Peanusauwnsa ponesoi mogenn goctyna (RBAC), obecneumBatoLLen
MWHVMaNbHO HEOBXOAMMbIE NpaBa A4 BbINMOJHEHWA 3ajay.

5.2 MoHuTopuHr 1 JlormposaHue

e BHeppeHue cMcTeM MOHUTOPUHIA U NOTUPOBAHMA AN OTCAEXMBAHUA W
aHann3a Nojo3puUTeNbHOM aKTUBHOCTU.

e XpaHeHuve NoroB B 3alMLLEHHOM BUAe N obecneyeHmne nx 4OCTynHOCT ANS
ayauTa.

5.3 YnpaBneHue YA3BMMOCTAMM

e PerynspHoe nNpoBeseHne OLEHKN YA3BUMOCTEN U TECTOB Ha MPOHUKHOBEHME.
e OnepaTBHOE OOHOBNEHME M MATUMHT MPOrPaMMHOro obecneyeHuns ans
YCTPaHeHWs BbISIBNAEHHbIX YA3BUMOCTEN.

6. OpraHu3aunoHHble Mepbl besonacHocTu
6.1 ObyueHmne n OcBefOMAEHHOCTb

e PerynspHoe npoBejeHne TPEHUHIOB Mo 6€30MacHOCTU ANS COTPYAHUKOB W
NoJib30BaTeENEWN.

e PazpaboTka 1 pacnpocTpaHeHne PyKOBOACTB Mo 6e30MacHOCTN 1 NpakTMKam
6e30nacHOro NCNnoab30BaHKA.

6.2 NHUNAEHT-MEHEAXKMEHT

e Co3gaHve 1 nogaepkaHve Npoueayp pearmpoBaHma Ha UHLUAEHTDI
6e3onacHoCTW.

e OnepaTVBHOE yBeAOMJ/IEHWNE NOJIb30OBaTENEN U PeryaTOPHbIX OPraHoOB O
3HAYUTENbHbIX MHLMAEHTaX, CBA3aHHbIX C 6€30MacCHOCTbIO JaHHbIX.

7. 3aknroyeHue

JTa nonnTMKa b6e3onacHoOCTM ByAeT peryaspHO nepecMaTpmBaTbCs N OBHOBAATLCS
Ans obecneyeHns COOTBETCTBUA TeKyLLUMM TpeboBaHMAM 1 yrpo3am. Bce
3aMHTepecoBaHHbIe CTOPOHbI 0653aHbl Clef0BaTh JaHHOW MNOAUTUKE ANs
NoAZep>kaHWsA BbICOKOrO YpOBHSA 6€30MacHOCTM U JOBEPUA NONb30BaTENEN.
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Security Policy for Cloud Software «Docrobot platform»
1. Introduction

The purpose of this policy is to ensure the security of data and information of
users of the cloud software provided in the Republic of Kazakhstan.

2. Applicability

This policy applies to all employees, contractors, suppliers, and other parties
who have access to the company's cloud services.

3. General Security Principles
3.1 Confidentiality

e Guarantee that user data is protected from unauthorized access and
disclosure.
e Encrypt data in transit using SSL (Secure Sockets Layer).

3.2 Integrity

e Ensure that data remains unchanged and accurate unless authorized and
sanctioned.

e Implement data integrity control mechanisms such as hashing and
checksums.

3.3 Availability

e Guarantee service availability for authorized users in accordance with
established service level agreement.
e Use backup and disaster recovery plans.

4. Compliance with the Legislation of the Republic of Kazakhstan
4.1 Law «On Personal Data and Their Protection»

e Comply with the requirements for the collection, processing, storage,
and protection of personal data as specified in the Republic of
Kazakhstan Law No. 94-V «On Personal Data and Their Protection».

e Obtain explicit consent from users for the collection and processing of
their personal data.

4.2 Law «On Informatization»

e Comply with the norms and requirements established by the Republic of
Kazakhstan Law No. 418-V «On Informatization», including requirements
for the protection of critical information infrastructure.
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4.3 Data Localization

e Ensure the storage and processing of personal data of citizens of the
Republic of Kazakhstan within the country's territory, as required by law.

5. Technical Security Measures
5.1 Authentication and Authorization

e Use multi-factor authentication (MFA) for access to critical systems.
e Implement a role-based access control (RBAC) model to ensure the
minimal necessary privileges for task execution.

5.2 Monitoring and Logging

e Implement monitoring and logging systems to track and analyze
suspicious activity.
e Store logs securely and ensure their availability for auditing purposes.

5.3 Vulnerability Management

e Regularly conduct vulnerability assessments and penetration tests.
e Promptly update and patch software to address identified vulnerabilities.

6. Organizational Security Measures
6.1 Training and Awareness

e Regularly conduct security training for employees and users.
e Develop and distribute security guides and best practice manuals.

6.2 Incident Management

e Create and maintain incident response procedures.
e Promptly notify users and regulatory authorities of significant data
security incidents.

7. Conclusion

This security policy will be regularly reviewed and updated to ensure
compliance with current requirements and threats. All stakeholders are
required to follow this policy to maintain a high level of security and user trust.
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